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Mobile commerce:

opportunities and challenges 
for consumers, businesses 
and regulators
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Executive summary

The mobile commerce (m-commerce) marketplace is growing and new products and services are constantly becoming available. Smartphone technology is one important factor driving growth. This is because as phone software becomes more sophisticated, m-commerce transactions are faster and easier to engage in. 

Consumers engaging in m-commerce transactions face issues common to all forms of distance selling. However, additional challenges exist as a result of the technology involved and the types of products and services that have emerged in the marketplace. As research from Kisieloweska-Lipman (2009) shows some of these challenges relate to:

information disclosure – technological constraints of mobile devices may impact upon how much information a consumer is provided with during a m-commerce transaction

security and liability – as mobile devices are particularly vulnerable to theft and misuse it is important for consumers to understand what protections are available to them in the case of unauthorised transactions

redress – m-commerce users are often confused about who they are entering into the agreement with and how to contact the party responsible in the case of a problem or dispute.

As m-commerce becomes increasingly ubiquitous and services expand and diversify, these challenges will become more pressing for consumers who want to engage in the m-commerce marketplace with confidence. 

As the market grows, it is important for regulators to consider: 

the possibilities and pitfalls that m-commerce transactions present to consumers

how to ensure policies and legislation keep pace with changes in this market

how to ensure that consumers’ rights are protected when making m-payments. 

This requires an examination of the existing legislative framework. As this paper will show, this framework is complex given the multiple agencies and regulatory mechanisms that may apply to any given m-commerce transaction; for example, consumer law, telecommunications legislation and financial industry codes of conduct. 

In this respect, the m-commerce marketplace is a good example of the way in which the regulatory landscape becomes increasingly complex as technologies converge.
1. Introduction

Technology is changing at a rapid pace and with it, the consumer experience of buying goods and services. New markets, products and services are emerging so quickly it is difficult for consumers and regulators to keep pace. 
Consumers often have to figure out new technologies for themselves. Regulators may step in to address issues but this is often after significant consumer adoption and the market may have already moved on. 
So how do consumers engage confidently with a market that is constantly changing? How do regulators identify failures when markets emerge, and then change equally as quickly? One way to address these challenges is to identify underlying principles that remain constant, despite technological change:

consumers should be provided with information centered around key consumer rights and responsibilities to allow them to make informed decisions across technological platforms

consumers should not be misled

consumers should be able to enter into transactions safely and should not be liable for transactions they did not authorise

consumers should be able to easily identify and engage with complaints handling and dispute resolution mechanisms. 

This paper will consider these issues in the context of m-commerce and in this way will inform Consumer Affairs Victoria’s understanding of m-commerce and related consumer issues. This paper will focus on challenges related to information disclosure, security and liability concerns and a consumer’s ability to seek redress, and will stimulate discussion about the kinds of issues that regulators should be considering as this market grows. In this way, this discussion reflects the current work of the OECD on mobile payments. 

This paper formed the basis of a presentation given by Consumer Affairs Victoria Director, Dr Claire Noone, to the Organisation of Economic Co-operation and Development (OECD) Workshop on Consumer Protection in Online and Mobile Payments. The workshop was held in Paris on 15 April 2011 as part of a review of the OECD’s 1999 Guidelines for Consumer Protection in the Context of Electronic Commerce (referred to hereafter as the 1999 Guidelines). The workshop involved a discussion of market trends, related opportunities and challenges for consumers, as well as the regulatory, enforcement and industry-led initiatives being developed in countries and regions to address emerging issues and concerns. 
2. Literature review
This paper draws upon research from consumer groups, communications experts and government agencies. 

The study by Kisieloweska-Lipman (2009), ‘Pocket Shopping: International consumer experience of buying goods and services on their mobile phones’, coordinated by the UK consumer group Consumer Focus, provides useful data on the consumer experience of purchasing goods and services via mobile devices. Consumer groups from across the European Union, Asia and North America participated in the study. The study made a number of findings including that:

the availability of information during a m-commerce transaction can be limited by technological constraints such as a phone’s small screen size

the m-commerce market is still developing and is in the early stages when it comes to the range of products and services available to consumers

the most common products purchased include mobile premium rate services (PRS), e-tickets, digital content (other than mobile PRS) and physical goods

purchasers faced difficulties seeking redress or accessing dispute resolution mechanisms

m-commerce transactions are susceptible to fraud and unauthorised payments. 

Policy guidance and conference papers issued by the OECD provide an international context for this discussion. In particular, the 1999 Guidelines and OECD Policy Guidance for Addressing Emerging Consumer Protection and Empowerment Issues in Mobile Commerce (OECD, 2008), and the background report for the OECD’s 2009 Conference on Empowering E-Consumers (OECD, 2009), inform this paper. 

The 1999 Guidelines were adopted to provide guidance to government, industry and regulators when developing protection mechanisms for consumers engaging in online shopping. The OECD’s 2008 Policy Guidance for Addressing Emerging Consumer Protection and Empowerment Issues in Mobile Commerce examined the applicability of the 1999 Guidelines to m-commerce. In general, the 2008 paper found that the 1999 Guidelines were adequate but it noted that policy makers should consider challenges within the market in relation to information disclosure, dispute resolution mechanisms and the security of transactions. Given developments in technology since 1999, and the findings raised in 2008 at the Ministerial Meeting on the Future of the Internet Economy (at Seoul), a review of the 1999 Guidelines commenced in 2009. 

Communications expert Paul Budde’s paper, ‘Australia - Mobile Data - Mobile commerce and M-Payment’ (2010), provides an overview of the m-commerce marketplace in Australia and identifies factors that will be important for the growth of the market in coming years. Budde contends that the m-commerce marketplace in Australia is relatively small in comparison to Asian markets, especially Japan and South Korea.

Media releases from the Australian Communications and Media Authority (ACMA) and the research report ‘Community research into attitudes towards the use of mobile payment services’ (ACMA, 2010) were also useful. ACMA’s research report included qualitative data on consumer attitudes to mobile payment services including mobile premium services. The report made a number of key findings including that consumers are more trusting of mobile payment services processed by banks, as opposed to telecommunications providers.

The Australian Communications and Consumer Action Network’s (ACCAN) 2009 report, ‘Informed Consent Research Report’, provided insight into the issue of unauthorised payments in the telecommunications marketplace, including those related to mobile premium services. The report found that ‘there is a clear link between the ease of billing individuals in the communications sector and complaints regarding the absence of consent’ (ACCAN, 2009 p14). Factors that contribute to this included charges being added to an existing bill and automated payment.

Local and international media also provided data about m-commerce uptake and insights into developments in the industry.

3. Background
3.1 What is mobile commerce?
Mobile commerce is a broad term that can be applied to a variety of different transactions. For example, mobile commerce may describe a consumer using their mobile device to send an SMS to subscribe to a ring tone service; a consumer using a mobile device to access the internet to purchase clothing; or a consumer swiping a mobile device over a scanner at a café to pay for a coffee. The cost of the transaction may be deducted from pre paid funds stored on a phone, charged to a phone bill, or charged to a credit card for example. 

As Kisieloweska-Lipman (2009) notes, the most popular products and services in the mobile commerce market include ringtones, screensavers and games, broadly referred to as mobile premium services, as well as goods such as e-tickets, digital music, e-books and physical goods. Transactions of this type are often low in value and relatively simple to conduct.

Increasingly, m-commerce technology is developing to allow for more varied transactions. In some countries, for example, consumers can pay for train tickets or buy a coffee via their mobile phone. With developments in near field communication (NFC) technology, the types of goods and services available to consumers in this market are further likely to diversify. NFC technology uses radio communications to send information between two devices to process a transaction; for example, a phone with a chip stored on its SIM card, and a ‘reader’ on the gates at a train station.

NFC technology is already in use in countries like Japan. In Australia, systems such as Myki and Paypass give an indication of where this technology is likely to head. The Paypass system involves tapping (as opposed to swiping) a credit card against a reader to make a payment. For transactions under AU$100 no signature or PIN is required. Paypass has also been designed to operate via mobile phones; using NFC technology a customer can tap a mobile phone against a reader to make a payment. MasterCard launched a trial of this technology in Australia in 2007; it is already available in Taiwan, Korea and the US.

3.2 Who is using mobile commerce? 

According to a recent review, several factors affect m-commerce uptake including a person’s nationality and age, with young consumers and people from the Asia-Pacific region the strongest adopters of m-commerce services (E-Marketer, 2010). 

In Australia, a study by Vittles, Rintoul, Power and Keevy (2008) found that:

45 per cent of young people (12-17 years) had shopped via their mobile phone or internet 

18 per cent reported that they entered competitions run by TV stations using SMS or by calling in 

13 per cent voted using SMS (for example, for Big Brother or Australian Idol) 

9 per cent bought services using SMS for their mobile phone (for example, ringtones). 

According to this same report, young Australians have the second highest mobile phone ownership rates in the world, second to Hong Kong.  

3.3 Mobile commerce in Australia 

The m-commerce market in Australia is growing. Research commissioned by Paypal (Paypal, 2011) for example found total m-commerce payments in 2010 reached $42 million. This is a 14-fold increase on the previous year. The number of consumers transacting on a mobile device has also grown strongly, with over 10 per cent of Paypal customers performing a transaction on their mobile device; this is up from 1 per cent for 2009. 

A key driver of growth in this market is increased adoption of smartphone technology, and the coinciding rise in the popularity of mobile applications. Smartphone technology makes m-commerce transactions easier, quicker and more convenient to engage in; that is to say that the technological characteristics of smartphones, including larger screen sizes and better data handling capabilities make them more conducive to m-commerce transactions than traditional mobile phones. 

According to the research commissioned by Paypal, Australia is one of the world’s highest users of internet-enabled smart phones. Some experts predict that more than 5.7 million smart-phones will be sold in Australia this year; this is up from 4.4 million in 2010 (Foo, 2011).

As more consumers own smartphones, the popularity of mobile apps, such as the eBay app, has also grown. According to eBay (eBay 2011, page 6) ‘an item is purchased every 15 seconds in Australia through eBay mobile apps and between five to 10% of Australian iPhone owners log into mobile app everyday’. 

Research from eBay reported in the Department of Broadband, Communications and the Digital Economy 2010 study Household E-Commerce Activity and Trends in Australia indicates that around one in four Australian mobile phone owners use their device to make an online purchase. The report further notes that:

43 per cent (of consumers) spent between A$50 and A$250 a month shopping via their mobiles

17 per cent spent over the A$250 mark monthly.

Growth in the m-commerce marketplace is also likely to be driven by network externalities. That is to say, as more consumers use m-commerce and more vendors operate in the market the greater the incentive for others to join in (Office of Consumer Affairs Canada, 2010).

3.4 Mobile commerce internationally

The m-commerce market is growing in many OECD countries, while on a global scale it has been predicted that by 2015 consumers will spend $119 billion on goods and services purchased via mobile phones (ABI Research, 2010). 

In North America, mobile transactions are expected to grow by 6.5 times from 34 million in 2009 to 221 million by 2012, while the Asian market is expected to grow 4.8 times by 2012 (Office of Consumer Affairs Canada, 2010).
4. The Australian regulatory landscape
The m-commerce market place is a point of convergence for regulators in Australia, including telecommunication authorities, competition and financial services regulators as well as fair trading agencies.  This paper will discuss the role that the following agencies play, including the:

Australian Communications and Media Authority (ACMA) 

Australian Competition and Consumer Commission (ACCC)

Australian Securities and Investment Commission (ASIC) 

Commonwealth, state and territory fair trading agencies. 

4.1 The Commonwealth sphere

ACMA is a key regulator of the telecommunications sector in Australia and performs a number of functions including registering industry codes, calling for the creation of codes and making standards. Codes are voluntary but ACMA can direct a section of the industry to comply with a registered code. ACMA also has a compliance and enforcement role. 

ACMA sits within the federal portfolio of the Department of Broadband, Communications and the Digital Economy (DBCDE). DBCDE provides advice on regulatory policy aspects of the telecommunications sector. 

The Australian telecommunications industry is also overseen by the ACCC, which regulates competition in the telecommunications industry and is responsible for general consumer protection and competition regulation across all industries.  

Electronic consumer transactions may also be subject to the voluntary ePayments Code. ASIC, Australia’s corporate, markets and financial services regulator monitors compliance with the code.

4.2 The Australian Consumer Law

M-commerce transactions are also subject to the provisions of the Australian Consumer Law (ACL). The ACL provides a single national consumer law, which is jointly enforced by the ACCC and state and territory fair trading agencies. The ACL includes provisions regulating misleading and deceptive conduct, unconscionable conduct, unfair contract terms, unfair practices, consumer guarantees and unsolicited consumer agreements. 

The ACL:

provides broad protection in relation to misleading or deceptive conduct and unconscionable conduct towards consumers or businesses

includes provisions that address the use of unfair contract terms in standard form consumer contracts. Under the ACL, a term is ‘unfair’ when: it causes a significant imbalance in the parties’ rights and obligations arising under the contract; it is not reasonably necessary to protect the legitimate interests of the supplier; and it would cause financial or non-financial detriment to a party

creates a single set of statutory consumer guarantees. Consumer guarantees mean that when a consumer buys goods or services, the ACL guarantees that the goods are of acceptable quality, the goods match their description, and the goods are fit for any purpose that the consumer makes known to the supplier

requires a supplier to issue a proof of  transaction and enables a consumer to request an itemised bill.

Figure 1 illustrates changes to the regulatory framework surrounding m-commerce in Australia over recent years, as well as developments within the industry.
Figure 1 E-commerce and mobile commerce timeline (following page)
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5. The international regulatory landscape
The OECD Guidelines for Consumer Protection in the Context of Electronic Commerce (OECD, 1999) advocate that consumers should receive the same protections when shopping online as when buying goods or services via traditional methods. 

The 1999 Guidelines served as a model for developing the Australian E-Commerce Best Practice Model, released by the Australian Government in May 2000, and revised and updated in 2006 and now referred to as The Australian Guidelines for Electronic Commerce (Australian Government, 2006).  

In 2008, the OECD’s Policy Guidance for Addressing Emerging Consumer Protection and Empowerment Issues in Mobile Commerce (OECD, 2008) examined the applicability of the 1999 Guidelines to m-commerce. The policy guidance noted that in general the 1999 Guidelines were adequate but suggested that policy makers consider the following issues in relation to m-commerce transactions:

information disclosure issues related to technological constraints such as small screen sizes and limited storage capacity

child protection concerns such as those related to over consumption, advertising and privacy

dispute resolution options

privacy and security concerns.

A review of the 1999 Guidelines commenced in 2009.

6. Issues

6.1 Information disclosure

What is the issue?

A key issue for consumers engaging in mobile commerce transactions is information disclosure. According to research from Kisieloweska-Lipman, the technological constraints of mobile devices, including small screen sizes and limited memory or storage capacity, can limit the amount of information that consumers have access to during a transaction; a small screen for example, limits the amount of text that can be displayed to a consumer (Kisieloweska-Lipman, 2009). 

Inadequate information disclosure practices can lead to a number of problems for consumers and businesses alike. In particular, poor practices can make it difficult to ensure as well as prove that consumers have understood all terms and conditions when entering into a contract and that they have agreed to such terms. For example, referring consumers to websites for full terms and conditions may create doubt as to whether or not a consumer would actually take the time to access the site and read the relevant information. For some consumers, it may also deny them access to full terms and conditions altogether.  If a consumer is not made aware of terms and conditions prior to entering into a contract, those terms and conditions may not be legally binding.

The issue of informed consent in the telecommunications industry was the focus of the 2009 study by the Australian Communications and Consumer Action Network (ACCAN, 2009). The study found that there is a connection between the approach to billing in the communications sector and complaints regarding unauthorised transactions. ACCAN identified several factors as contributing to this, including that charges can be added to existing bills and payment is often automated. For young consumers, the extent to which they are able to provide informed consent for a transaction is particularly contentious. According to ACMA’s report, Community research into attitudes towards the use of mobile payment services: Qualitative research report, some people believe that young consumers are deliberately targeted by mobile premium rate services because of their ‘vulnerability’ and a belief that they are more likely to ‘act on impulse and not read or understand terms and conditions’ (ACMA, 2010). 

Inadequate information disclosure practices may also increase the likelihood of unwanted purchases. Kisieloweska-Lipman (2009) found that inaccurate or misleading descriptions resulted in unwanted subscriptions in 40 per cent of mobile premium rate services cases, and 33 per cent of other digital content. The same research also found poor practices within the MPS industry in relation to disclosure of costs, with only 40 per cent of premium rate service providers disclosing full transaction costs (Kisieloweska-Lipman, 2009).

Finally, it is also worth considering information disclosure issues in the context of increasingly complex and high value m-commerce transactions. High value transactions with long-term implications for consumers require robust information disclosure practices. It is yet to be seen how the m-commerce industry will address this issue.
What does the law say?

The ACL regulates information disclosure in certain instances. In particular, Division 1 of Part 3-1 of the ACL prohibits unfair practices, including false or misleading representations. This may include false or misleading representations in respect to the price of the goods or services  or that goods or services are of a particular standard or quality.

The ACL also voids any contract terms deemed unfair. A term of a consumer contract is unfair if: 

it would cause a significant imbalance in the parties’ rights and obligations arising under the contract; and 

it is not reasonably necessary in order to protect the legitimate interests of the party who would be advantaged by the term; and

it would cause detriment (whether financial or otherwise) to a party if it were to be applied or relied on.

In determining whether a term of a consumer contract is unfair, a court may take into account a number of factors including the extent to which the term is transparent. A term is transparent if it is expressed in reasonably plain language, legible, presented clearly and readily available to any party affected by the term.

The ACL’s consumer guarantee provisions in respect of the supply of goods or services (Division 1 Part 3-2) are also relevant. Any goods supplied must correspond with their description, be of acceptable quality when received by a consumer and fit for all purposes for which goods of that kind are commonly supplied. The Act also requires that if a consumer discloses to the vendor a particular purpose for which the goods are being acquired then the goods must be reasonably fit for this purpose.  In relation to the supply of services, the Act requires that services must be provided with due care and skill and also be reasonably fit for a purpose that a consumer, expressly or by implication, makes known to the supplier. 
Applying the law

It is useful to consider how existing regulation might apply.


In this scenario both generic consumer law as well as telecommunications regulation, would apply. In the first instance, the consumer would have cause for redress under the ACL if they were misled or deceived by the trader, or if the terms of the agreement were not fair because of a lack of transparency.. As mentioned above, a term is transparent if it is expressed in reasonably plain language, is legible, presented clearly and readily available to any party affected by the term.  

The Mobile Premium Services Code (MPS code) would also be relevant. The MPS code is an ACMA-approved industry code that came into effect in 2009 and sets out rules covering procedures for:

subscribing to premium SMS services

the banning of advertisements targeted at children under 15

how advertisements (and charges) are displayed

complaints handling obligations. 

A key feature of the MPS code is a ‘double opt-in’ requirement. A consumer must give two confirmations of a request before they can subscribe to an ongoing premium SMS service. The MPS code also contains rules about complaints handling procedures (Communications Alliance, 2009).  Consumers can also bar all premium SMS from their phones. More recently, rules have been introduced which make it is an offence for phone companies to contract with content suppliers who are not listed on an industry register. 

6.2 Security and liability 

What is the issue?

Security and liability issues are particularly relevant to m-commerce transactions given the nature of the technology involved and its susceptibility to theft, unauthorised transactions, or mobile phone malware. In the UK for example, 228 mobiles are stolen every hour and nearly 3 million people have been victims of phone theft (CPP, 2010).  

Despite the frequency with which mobile phones are stolen, Kisieloweska-Lipman found that most businesses (92 per cent) do not provide information about how to prevent mobile loss or misuse, or what to do when a phone is stolen (Kisieloweska-Lipman, 2009).   

Related issues are phone misuse and unauthorised transactions. According to Budde (2010), the number of complaints relating to unauthorised charges on bills in Australia is increasing; this may be because consumers do not always understand terms and conditions when making an m-commerce purchase, or may be the result of practices deliberately employed to confuse them.

Mobile phone malware is also worth considering and while it has yet to emerge as a major issue for consumers it is likely that as mobile internet becomes more popular malware will be developed to target mobile users and steal their personal information. This could prove problematic for consumers whose phones have limited memory and adding anti-virus software would affect their phone’s functionality (Dudley-Nicholson, 2010).

What does the law say?

Consumer law, privacy legislation, as well as financial industry codes, regulate security and liability issues for m-commerce users. In particular, the ePayments Code, formerly the Electronic Funds Transfer Code of Conduct (EFT Code) a voluntary code administered by ASIC, sets out protections for consumers’ electronic transactions (ASIC, 2001). 

The ePayments code covers a broader range of transactions than the original EFT code. While the revised code has the potential to resolve many of the security and liability issues raised by mobile commerce transactions, its effectiveness as a regulatory tool is dependent upon industry subscribing to it. The code is voluntary. This raises questions as to whether payment providers not already signed up to the code will do so and subject themselves to this type of regulation.

Chargeback mechanisms also provide protection to consumers for unauthorised credit card transactions. Chargeback mechanisms allow consumers to dispute transactions that they did not authorise. For example, a consumer contacts the bank to dispute an unauthorised charge on their credit card statement. The bank may then contact the merchant who processed the payment and request evidence regarding the transaction. If a merchant does not provide evidence or resolve the issue satisfactorily, the amount in dispute is charged back to the merchant’s bank account. The consumer is credited by the bank when the chargeback is raised.

The ACL also protects consumers against liability for unsolicited goods and services. Under section 40, a trader must not assert a right to payment from a consumer for unsolicited goods or a service unless the trader has reasonable cause to believe that there is a right to the payment. Otherwise, a consumer is not liable to pay for any unsolicited goods or services.
Applying the law

In this scenario the ePayments code may provide protection to the consumer if the relevant parties involved were signatories to the code. The consumer may also be able to access chargeback mechanisms for any credit card charges. If the ePayments code did not apply the consumer’s options for recourse may be less certain. This scenario demonstrates some of the key challenges facing regulators in the mobile payments market, including whether existing protections against theft and misuse are adequate and how consumers’ awareness of the security risks involved in m-payments could be improved.
6.3 Redress

What is the issue?

Kisieloweska-Lipman (2009) found that consumers engaging in m-commerce transactions often experience difficulty identifying who is responsible if something goes wrong. This finding is particularly relevant to disadvantaged and vulnerable consumers who may have difficulty accessing complaints-handling mechanisms (Sengara, Humphreys, Given, McCutcheon, Milne, 2009).

According to Kisieloweska-Lipman complex transaction chains may contribute to consumer confusion. For example, when purchasing a ring tone, a consumer could be required to go through a service provider, the supplier of the ring tone and a vendor who processes the payment. 

Kisieloweska-Lipman’s research found that 13 per cent of study participants were unsure whether the trader they had engaged with was located domestically or overseas and that many businesses did not provide information about complaints handling mechanisms or dispute resolution procedures.


Even when a consumer is able to identify the party responsible for responding to their complaint or query, technological constraints may make it difficult for them to provide evidence to prove any claims. This is particularly problematic in relation to digital content that is defective, or never delivered.

Finally, it is worth noting that even when consumers may have a legitimate right to recourse and wish to contest transactions, they may feel obliged to pay for them for fear of having their service terminated or being left with a bad credit record (Office of Consumer Affairs Canada, 2010).

What does the law say?

The ACL consumer guarantees provisions protect consumers when goods are faulty, do not do what the consumer was led to believe they would, or are not as they were described, amongst other things. The ACL distinguishes between major and non-major failures when it comes to the performance, standard or quality of goods. Where there is a non-major failure,  a supplier may remedy the failure by repairing or replacing the goods, or by refunding the consumer. The choice of remedy is up to the supplier, in this instance, although the consumer may require a remedy to be provided within a reasonable time.

If a failure is major, a consumer may reject the goods and ask for a refund or replacement. Alternatively, the consumer may keep the goods and ask the supplier for compensation covering any decrease in the value of the goods.


In relation to undelivered goods or services, section 36 of the ACL prohibits a  trader from wrongly accepting payment. That is, a trader must not accept payment or other consideration for goods or services if: 

at the time of  accepting payment, the person intends not to supply the goods or services

at the time of accepting payment, the person intends to supply goods or services materially different from the goods or services in respect of which the payment or other consideration is accepted

there are reasonable grounds for believing that the person will not be able to supply the goods or services: 

· within the period specified by or on behalf of the person at or before the time the payment or other consideration was accepted; or

· if no period is specified at or before that time—within a reasonable time; and

· the person is aware or ought reasonably to be aware of those grounds.

The section also requires that a person who accepts payment must supply all goods or services:

within the period specified by, or on behalf of, the person at or before the time the payment or other consideration was accepted or

if no period is specified at or before that time—within a reasonable time.

In addition to consumer law, ACMA has recently proposed changes to the telecommunications sector in relation to complaint management. ACMA’s final report Reconnecting the Customer, released in September 2011 (ACMA, 2011) includes a number of proposals to improve the complaints handling process in the telecommunications sector, including requirements for service providers to have a standard complaints-handling process that meets benchmark standards and includes timeframes for dealing with a complaint.(ACMA, 2011).

Applying the law


This scenario highlights the difficulties consumers often face when seeking redress over m-commerce transactions. The consumer cannot contact the vendor directly and is confused about who should take responsibility for responding to their problem. As several players are involved in the transaction, multiple levels of regulation could apply. In lieu of contacting the vendor directly, the consumer could contact a fair trading agency such as Consumer Affairs Victoria, the service provider, or the Telecommunications Industry Ombudsman. This scenario raises the issue as to how clarity and transparency in relation to accessing dispute resolution mechanisms could be improved in this market.
7. Privacy and advertising

M-commerce transactions involve the collection of personal information about consumers, including their financial details. Given this, m-commerce transactions raise privacy issues for consumers, as well as concerns around mobile spam. These issues fall outside the scope of this paper. However, it is worth acknowledging these two issues to provide a more complete picture of the m-commerce marketplace and its implications for consumers. Furthermore, while Consumer Affairs Victoria does not regulate these practices, disclosure of privacy and or advertising policies by businesses is an issue of interest for fair trading agencies.

Privacy issues are the responsibility of the Office of the Privacy Commissioner. The Office of the Privacy Commissioner performs functions under the Privacy Act 1988. The Act regulates the way in which personal information can be collected, the accuracy of the information, how it is kept secure, and how it is used and disclosed. It also provides rights to individuals to access and correct the information organisations and government agencies hold about them. 

Mobile spam is regulated under the Spam Act 2003 (enforced by ACMA), as well as by industry codes regulating advertising practices for m-commerce businesses. 

ACMA has found that mobile spam now accounts for half of all complaints about nuisance messaging. Under the Spam Act 2003 businesses must have a person’s consent before they can contact them via mobile messaging. According to ACMA, most spam is sent by legitimate businesses; however, the prevalence of scammers spamming consumers has recently increased (Parker, 2010).

8. Conclusions
This paper has shown that the m-commerce marketplace in Australia has grown and is growing continually, and that such growth is bringing about both opportunities and challenges for consumers, businesses and regulators. It has discussed some of the key issues affecting consumers in this market and has examined some of the questions that regulators must consider as the market develops. It reflects discussions that have taken place on an international level as part of the OECD’s review of the 1999 Guidelines for electronic commerce, and places these discussions within the Australian context.  

In general, the existing regulatory framework, and in particular broad ranging consumer law, is able to meet the challenges presented by m-commerce. However, in some areas uncertainties exist. In particular, information disclosure, security and liability issues and consumer access to redress continue to be areas where regulators should remain vigilant to ensure consumer rights are protected and enforced. 

This is increasingly important as uptake of m-commerce moves beyond early adopters - who might be considered relatively savvy when it comes to fair trading or related matters – to the broader community and in particular vulnerable consumers. Indeed, Australian consumers are enthusiastically embracing smartphone technology, encouraging businesses to take advantage of the opportunities that this technology presents. Businesses will seek to capitalise on the additional revenue channel generated by mobile payments. Consumers will embrace the new products and services on offer to them. In this way, m-commerce is coming whether regulators are ready for it or not. 

Given this, fair trading agencies should ensure that: information disclosure practices are no less rigorous than would be expected of traditional shopping platforms; consumers understand the risks involved when making mobile payments, as well as the risks associated with having funds linked to, or stored on, a phone; and that transparent and well functioning dispute resolution mechanisms are in place. In this way, fair trading agencies have an important role to play. The challenge will be how to ensure this role is one that is as agile, innovative and effective as the technology itself.
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Appendix: Key terms and shortened forms

ACCAN Australian Communications Consumer Action Network

ACCC Australian Competition and Consumer Commission

ACIF Australian Communications Industry Forum

ACMA Australian Communications and Media Authority

DRM Digital rights management

E-commerce Electronic commerce; includes commercial activities carried out through electronic networks including the promotion, marketing, supply, order or delivery of goods 
or services
M-commerce Mobile commerce

Malware Malicious software

MCCA Ministerial Council on Consumer Affairs

MMS Multimedia messaging service

Mobile apps Mobile applications; describes software designed to run on devices such as smartphones
MPS Mobile premium services

MPSI Scheme Mobile Premium Services Industry Scheme 

NFC Near field communication

OECD Organisation for Economic Co-operation and Development

OS Operating system

PDA Personal digital assistant 

PRS Premium rate services

SCOCA Standing Committee of Officials of Consumer Affairs

SMS Short message services

Spam Unsolicited commercial electronic messages

TIO Telecommunications Industry Ombudsman

WAP Wireless application protocol

4G Fourth generation

3G Third generation
[image: image2.jpg]


[image: image3.jpg]









Scenario: 


A consumer uses pre-paid funds stored on their phone to purchase a ring tone for $5. Over the coming months, the consumer begins to notice that their phone credit is running out at a faster rate than normal. The consumer contacts their service provider to query this and discovers that they are being charged an ongoing subscription fee to the ring tone provider.








The Consumer Complaints Board in Finland found that although a parent could allow a child to use their phone this did not permit the child to legally enter into a commercial transaction.





Denmark’s Payment Services Act treats SIM cards the same way as other methods of payment cards. This means that mobile phone users can potentially enjoy the same protections from unauthorised payments as credit card holders.





Scenario:


A consumer’s phone is stolen and by the time they realise it is missing and contact their service provider, two hours have passed. During this time, the thief uses the phone to buy goods and services. 





In Korea, the name of third-party content providers appears on all telephone bills; this allows consumers to follow up directly with the content provider rather than the telephone company in the case of a dispute.








From 2011, phone bills in the UK will have to include information on dispute resolution services. In addition, if a complaint is not resolved in eight weeks the provider must inform the consumer of their right to take their complaint to a dispute resolution service. 


A mandatory code of practice is also being developed and will include minimum standards for complaints handling. The code will allow independent telecommunications regulator Ofcom to take action against “providers who do not treat complainants fairly.”














Scenario:


A consumer subscribes to a service to receive updates on football matches, however the content does not arrive even though they have paid for it. The consumer cannot find any contact details for the provider of the subscription service, but wishes to seek redress over the undelivered content. The consumer is confused about whom they should contact about this problem and who is responsible for refunding their money.  











